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1. Cloud Security
2. Microsoft Defender for Cloud
1. Cloud Security Posture Management
2. Cloud Workload Protection
Integration with other providers (AWS, GCP)
Hybrid Configuration (on-prem!)
5. Cloud-native application protection platform

B W

...all with some DEMOS!
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The cloud kill chain model

Exposure Access Lateral movements Actions
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Applying Security to Multi-Cloud

Protection against
sophisticated attacks

$4.24M

It was the average
cost of cyberattacks
in 2021.3

1. Statista Research Department
2. Microsoft Cloud Security Priorities and Practices Research
3. Ponemon Institute, Cost of a Breach Report

o ©2023 OverNet. All rights reserved.

OX

Visibility for Security and
Compliance

86%

of respondents believe that the
security strategy adopted in their
companies does not offer multi-cloud
coverage 2

OV=rN=T.

IT Security Skills shortage
wordwide

>40%

of respondents worldwide expected
the biggest shortage regarding IT
security skills to be for IT security
administrators
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Al allows for a paradigm shift

Continuously assess and improve posture with
hyperscale real-time visibility and context

.
/‘/ Investigate and respond to threats with unprecedented
ﬁ speed and expertise

Improve productivity and collaboration with streamlined
»  hatural language workflows

e ©2023 OverNet. All rights reserved.




, _ OV=RrN=T.
Microsoft Zero Trust architecture

101010
Classify, label,  1eoec. ololal Data
encrypt lololo

Principles of Zero Trust s () |

Multi-factor
authentication

v’ Verify explicitly — Validate trust W 00 T S L1 ) e
of users, devices, applications, : Security policy
and more using data/telemetry CTIPPRTPPRITTY enf:rfment ...... ]
v’ Use least privileged access — to gooseeeeeeeeeecy PSR :
limit the impact of any given Device risk state Wil § Infrastructure
compromise Device inventory :
v" Assume breach — Assume that Devices l ............... : e e Test s
attackers will succeed (partially Threat intelligence
or fully) and design accordingly n
B Visibility and Analytics =~ eececececcccccccsssccccccscss > Network
@ecrocecsscccssccssscnsssonnas AUtOMAtion  eeececcccccccsccscccsccsccssans > ol
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Microsoft Security Portfolio

OV=rN=T.

. Microsoft Microsoft )
Cloud Defender Purview D%,éce
platforms Multiplatform
: > Security W &
Microsoft for (?) Microsoft 2
G Sentinel Copilot Priva
A =
L
ya AN
aws_, A\
Microsoft Microsoft
Entra Intune

° ©2023 OverNet. All rights reserved.




_ OV=rN=T.
Microsoft Defender For Cloud & DevOps

Microsoft Defender for Cloud enables comprehensive visibility, posture management, and threat protection across multicloud environments
including Azure, AWS, GCP, and on-premises resources.

Harden and manage your

Detect threats and protect

Respond & Automate

Security Posture

your workloads

C C Automate with the
:Q:;C): QS}O@ Ij\ % /Q % tools of your choice
Secure configuration Full-stack Assess and resolve security {ﬂ}
of resources threat protection alerts and incidents
= A B D =
v ]
Management of Vulnerability assessment Automate =l Now
compliance requirements & management response o | "

A aws 2

Microsoft Azure Amazon Web Services Google Cloud Platform On-prem

@ ©2023 OverNet. All rights reserved.




Key pillars

Built-in with
Azure

- No deployment, just
enable

= Built into the resource
provisioning process

- Broadest protection
coverage

< Remediate with a click

@ ©2023 OverNet. All rights reserved.

Multi-cloud and
hybrid support
- Agentless onboarding

for AWS and GCP
posture management

- Auto provisioning for
new resources

- Onboard on-prem
resources with Azure Arc

Secure Score

>

Birds-eye view of the
security posture of all
your clouds

Prioritized security
recommendations

Track and manage your
security posture state
over time

OV=rN=T.

Advanced
Threat Protection

- Workload-specific
signals and threat alerts

- Deterministic, Al,
and anomaly-based
detection mechanisms

- Leverages the power of
Microsoft Threat
Intelligence with 24
trillion signals daily
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Microsoft Defender for Cloud

Cloud security
posture
management
CSPM

Cloud Security
Posture Management

aws
N1

Foundational CSPM Defender CSPM

@UH®O

Asset inventory and secure score analysis

Frictionless onboarding | +450 built-in assessments | Custom capabilities | Policy management

Advanced remediation

Quick-fix remediation | Automated remediation using LogicApps | Enforcement policies

Data export and out-of-the-box reporting
Built in Azure Workbooks | At-scale data streaming and export | Integration with
SIEM/SOAR solutions

Integrated workflows and automation

Out-of-the-box and custom automations triggered by security events

e ©2023 OverNet. All rights reserved.
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Agentless vulnerability scanning

Visibility on software and CVEs | Disc snapshots | Insecure secrets and keys

Integrated data and insights

Defender for DevOps | Defender External Attack Surface Management |
Entra Permissions Management

Contextual cloud security and risk prioritization
Attack path analysis | Intelligent cloud security graph | Custom path queries on cloud
security explorer | Risk-based prioritization

Regulatory compliance and industry benchmarks

Over 50 standards | Multicloud Microsoft security benchmark | Compliance dashboard
and reporting | Integration with Microsoft Purview compliance manager

Governance management

Assign owners automatically | Drive accountability in the organization | Grace period |
Reduce time to remediate

Data-aware security posture

Multicloud data estate discovery | Identify data flows and resources containing sensitive
and shadow data | Uncover potential sensitive data exposure and data breaches



Foundational CSPM

Secure Score and

) Cross-cloud resource
continuous assessments

inventory

Understand the bottom
line of your security
posture, implement
recommendations,

and monitor over time

Discover and govern
your cloud resource in
centralized security tool

Secure score

& Azure 78%
|

5 aws 42%
I

D aGep 57%

101010

OlO
IOI/C>

Data visualization
and reporting

Create dynamic reports for
both sec teams and C level
with Azure Workbooks
integrated experience,
complimented by continuous
data streaming

adWs

A

2

e ©2023 OverNet. All rights reserved.
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Workflow automation
and data exporting

Automate incident response
with built in Logic App
template gallery, streamline
security events and integrate
with SIEM
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Multicloud and hybrid protection

= Automatic onboarding for Azure subscriptions

= Use API connectors to onboard AWS and GCP accounts to posture management capabilities

2 Use the Azure Arc agent to onboard workloads outside of Azure and protect them against threats

Use API connectors for
agentless CSPM
enablement

O = A

Built-in
Deploy the Azure Arc agent to enable

workload protection
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Security Connectors

v' To onboard AWS/GCP environment to Defender for B o e ‘
- . . 2 , 7 GCP - \
Cloud, it is necessary to create a security connector in Aot | : =Q :
Defender for Cloud. 0 I : Roles :
. . Microsoft | | E I l l E
v’ Cloud Formation template in AWS or a cloud shell Defender for Cloud | , ' & -
) . | ) Agents/extensions ’,'

script in GCP creates the roles and resourcesthat 1 Trrrmmmsoomsomeees
Defender for Cloud requires to provide security , | AT < YR :
. : I AWS |
recommendations and alerts for your workloads. , | — .
Security connector ! -y '

Roles

v The resources and roles created in AWS/GCP depend
on the Defender for Cloud plans you select on the ;
security connector. A S L S b S R T TR ’

e E -

For AWS you can start at https://learn.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-aws#prerequisites
For GCP you can start at https://learn.microsoft.com/en-us/azure/defender-for- cloud/quickstart-onboard-gcp#prerequisites

e ©2023 OverNet. All rights reserved.




Deploy Microsoft Defender for
Cloud threat protection >
to your workloads anywhere

. ¥ ©
with Azure Arc -

Azure Arc enables 3 Azure Arc
cloud management and
security protections

v Azure Arc unlocks hybrid and multicloud scenarios so

you can manage security for all your resources in a Single control plane < Azure Resource
. for any resource, Manager
consistent way anywhere

v’ Extension installation, e.g. Microsoft Monitor Agent /
Azure Monitor Agent _
Enforce compliance and simplify audit reporting

ANERN

Asset organization and inventory with a unified view in
the Azure Portal—Azure Tags B w
v" Server owners can view and remediate to meet their
compliance—RBAC in Azure - @ Datacenter
— : & hosted

@ ©2023 OverNet. All rights reserved.




Microsoft Defender CSPM

Cut through the noise and get in front of your most critical risks across your multicloud and hybrid environments
with contextual security posture management.

Continuous monitoring

and intelligent
prioritization from
attack path analysis

Prevent data
breaches and sensitive
data exposure

@ ©2023 OverNet. All rights reserved.
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Defender CSPM

Agentless vulnerability scanning

Visibility on software and CVEs | Disc snapshots | Insecure secrets and keys

Integrated data and insights

Defender for DevOps | Defender External Attack Surface Management |
Entra Permissions Management

Contextual cloud security and risk prioritization
Attack path analysis | Intelligent cloud security graph | Custom path queries on cloud
security explorer | Risk-based prioritization

Regulatory compliance and industry benchmarks

Over 50 standards | Multicloud Microsoft security benchmark | Compliance dashboard
and reporting | Integration with Microsoft Purview compliance manager

Governance management

Assign owners automatically | Drive accountability in the organization | Grace period |
Reduce time to remediate

Data-aware security posture

Multicloud data estate discovery | Identify data flows and resources containing sensitive
and shadow data | Uncover potential sensitive data exposure and data breaches

- OV=rN=T.

O

Centralized visibility
with integrated
CNAPP insights

m—
Remediate
vulnerabilities and
misconfigurations

with governance rules
and remediation
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Agentless scanning for Machines

Customer account Isolated scanning environment Defender for Cloud

Production VM

. Regional environment

. Insights & metadata

L\ 2 4

Software inventory

Vulnerabilities

Scanning platform

‘ {) Disk snapshots

@ ©2023 OverNet. All rights reserved.
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Foundational CSPM vs Defender CSPM

Foundational S Cloud coverage
Feature CSPM (free) _ CSPM
(billing applies) | Azure — AWS GCP

Security recommendations (recommendations across infrastructure, i.e., Network, CIEM, etc.) o o [ J o o
Asset inventory () o [ ([ ([ J
Secure score ([ o o [ ([ J
Data visualization and reporting with Azure Workbooks ( o o (] {
Data exporting ([ ([ ([ o o
Workflow automation [ [ ] [ [ [
Remediation Tracking (] (] [ o ®
Microsoft Cloud Security Benchmark { (] [ ® ()
‘Azure Policy’ based recommendation customization o [ [

Integration with Entra Permissions Managements o o o (] {
KQL based recommendation customization [ [ ] {
Regulatory compliance assessments [ [ [ ) [ )
Governance [ o o (]
Attack path analysis ([ [ ® ()
Cloud security explorer o [ o ()
EASM insights in network exposure o o ® ()
Agentless vulnerability assessments for compute (using Microsoft Defender Vulnerability Management) o [ (] ()
Agentless discovery for Kubernetes o o

Agentless vulnerability assessments for container images, including registry scanning [ [ ]

Sensitive data discovery o o [ ()
Data flows discovery ([ [ o (]

e ©2023 OverNet. All rights reserved.
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Cloud workload protection

(e | on <) b
usTulul] N iy
Compute: % Bo ‘h.. =
Any server Azure VMSS Azure K8s  App Services  Unmanaged K8s

e @ @ © :
Service layer:

Azure DNS Key Vault Network Layer V1~ Resource Management

Microsoft Defender for Cloud

Wrotecton Databases g @ @ ot

and storage: Blob storage  File storage Maria DB  Cosmos DB Azure SQL  MySQL  Postgres SQL SQL on VM

006

Q0@ AWS @ = Ed &

workloads: Amazon EKS Amazon EC2 SQLon VM Unmanaged Kubernetes
@ @ © m %
workloads: GKE clusters Google Compute  sQL on VM Unmanaged Kubernetes

On-premises m IIII

workloads: Kubernetes SQL on VM Servers

@ ©2023 OverNet. All rights reserved.




Microsoft Defender for Server

-

Native
onboarding

T T T ©

r for Cloud | Security alerts

O ratresn Openquary | % Suppressonnes & Secuy orsmap ) Sampl sens

0165 "3

© i
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Recommancaten: Actun slrs by seveity
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(=] 1 Faled 554 brue forc_. 8 LDemoVA1 101821, 0636 0. # Presack  Acive 'I
Ofmsim @ supcosaenc @ omovms WA B e Ade !
v
Defender for Cloud i
portal
On-premise
Cloud
connectors R

-

& Azure Arc /

(T

[———

-
/
AN

Multi-cloud
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Component Description

Log Analytics agent/Azure Monitor agent Collects security-related configurations and event logs from the machine and stores the data in
A Agent is in deprecation path. Learn more > your Log Analytics workspace for analysis. Learn more

Vulnerability assessment for machines Enables vulnerability assessment on your Azure and hybrid machines. Learn more

Endpoint protection Enables protection powered by Microsoft Defender for Endpoint, including automatic agent

deployment to your servers, and security data integration with Defender for Cloud. Learn more

Agentless scanning for machines Scans your machines for installed software, vulnerabilities, and secret scanning without relying
on agents or impacting machine performance. Learn more

Auto-provisioning configuration X

To prevent, detect, and respond to threats, Microsoft Defender for Cloud collects security
data and events from your machines. Learn more

~ Agentless scanning o On

Scan your EC2 instances for installed software and vulnerabilities without requiring
agents, network connectivity or impacting machine performance. Results are
powered by Microsoft Defender Vulnerability Management engine. Learn more

Azure Arc agent a o
Connects your servers to the Azure platform. When you enable the Arc agent, it'll be

installed on new and existing instances with Systems Manager (SSM) agent enabled.

ﬂ Note: Arc auto-provisioning registers your account to the Azure resource providers
“Microsoft.HybridCompute” and “Microsoft. GuestConfiguration”.

~  Additional extensions for Arc connected machines £\ 2/3 enabled
The selected extensions will be automatically provisioned on machines connected
to Azure Arc.
Microsoft Defender for Endpoint extension o on

Provides comprehensive endpoint detection and response (EDR) capabilities.
Learn more



Microsoft Defender XDR: MDC, MDS, MDE ~ ©V=rN=T.

4 Microsoft Defender for Cloud | Inventory

howing subscription "Microsoft Azure Sponsorship Current

Microsoft Defender for Cloud

]
arch () Refresh —+ Add non-Azure servers 5 Open query ) L Download CSV report (@ Leam more &7 Guides & Feedback
General @ Defender CSPM plan is now available. This plan provides enhanced posture capabilities and a new intelligent cloud security graph to help identify, prioritize and reduce risk. Upgrade =
© Overview f
@ Getting started ~Filter by nam Subscriptions == All Resource Groups == All X Resource types == All X Recommendations == All X
#= Recommendations Installed applications == All X Yy Add filter
@ Attack path analysis
O Security alerts Total resources Unhealthy resources Unmonitored resources Unregistered subscriptions
T “ 61 4 49 %0 00
# Cloud Security Explorer
@ Workbooks D Resource name Ty Resource type Ty Subscription Ty Defender for Cloud Monitoring agent T} Recommendations Ty 1
& Community (a2

& Diagnose and solve problems

GCP compute instance

Microsoft Azure Sponsorship Current

Microsoft Defender for Endpoint

Overview

windows-server-2022-1
e i |

ann Medim

Incidents and slerts  Timeline  Security recommendations Inventories  Discovered wilnerabiities  Missing K5 Security baselines
VM detaits A Active alerts (Last 180 days) ‘Security assessments.
: Medi E Med:

Domain Risk level: ¥ level:
Workgrous -
SAM e st grovp -
Haatthsate Data sensitvity
Actie View all incidents and alerts View all recommendation
1P addresses Pt seen
asaos Dec 22 Device heath satus

o P adcres 175620 A1 .

2 Full scan status is unknown
st seen onbourding - e Dt
Ao 11, 2024 s
1014 a4 orboarded st scan ® Hoscanpes
Rescurces. Device id Lo pechorcad k2

USRbE0S125
Securty nteigence PR

12404 engine -
Ootencorsngine  Dotender e PR R

jon thocam ersen
TN AN Defender Antivins mode ® Acie
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Security policies

Logged on users (Last 30 days)

1 logged on user

Mast logons

Newest logen

View 1 logged on

Microsoft Defender XDR

@ Defender for Cloud alerts and incidents are now available in Microsoft Defender XDR. For non-admin users to view them, give unified RBAC permissions. Learn more about permissions.

Most recent incidents and alerts

L Export /7 Manage incidents

Filter set: & Save
Alert severity: High, Medium, Low X Addfilter N3 Resetall
[J = Incident name ~ Incide... ~ Tags ~ Severity Investigation state ~  Categories Impacted assets
~+  Suspicious authentication activity on one endp.. 632 mEE Megium Initial accass
O Suspicious authentication activity mmE Medium Initial zccess L3 windows-server-2022-1
[J ~ Suspicious authentication activity on one endp... 680 mEE Megium Initial access L3 windows-server-2022-1

Microsoft Defender for Server

A\ 2/3 enabled

The selected extensions will be automatically provisioned on machines connected
to Azure Arc.

~ Additional extensions for Arc connected machines

Microsoft Defender for Endpoint extension @ o
Provides comprehensive endpoint detection and response (EDR) capabilities.
Learn more

Vulnerability assessment

@ o

@ As outlined in the unified vulnerabil olution strategy blog, we are
unifying all vulnerability assessment solutions in Defender for Cloud to use
Microsoft Defender vulnerability management
As part of this change, Effective May 1st, 2024, the built-in Qualys offering
within the Defender for Servers plan will be retired.

Click here for more information and transition guidelines.

Enable vulnerability discovery and management tools for your machines. Learn more

Vulnerability assessment solution
®) Microsoft Defender vulnerability management

(O Microsoft Defender for Cloud integrated Qualys scanner

32 Alert service settings

= Email notification

x

Set permissions

1selected | O Search fornameorID | B} 6 Months v [ Customize columns

Active alerts Service sources Detection sources First activity

= win-server-20 1/1 IM\cmsnﬂ Defender for C\nud] I’M\cmsnﬂ Defender for stevs] Apr 17, 2024 7:03 AM

o win-server-20 Micrasoft Defender for Servers  Apr 17, 2024 7:03 AM

= win-server-20 1/ Microsoft Defender for Cloud  Microsoft Defender for Servers  Apr 15, 2024 3:52 PM

Last activity

Apr 17, 2024 7:04 AM

Apr 17,2024 704 AM

Apr 15, 2024 3:50 PM



Microsoft Defender for SQL on VM OV=r=T.

SQL laas Server in Azure

Defender for SQL protects your laaS SQL Servers

. . . .. . . SqllaasExtension
by identifying and mitigating potential database n"' Ej _ 0
vulnerabilities and detecting anomalous . 48 —1 = el

o age . N Cloud Azure VM EXTENSION 501 virtual machine ren :r:r:ceion
activities that could indicate threats to your sat sever on | ooty

enabled ] SQL 1aas Server in other cloud or on-prem —
databases. NindowsAgent.SglServer
-
Defender for Cloud populates with alerts when it saure subscription o N
.« . o« e, Azure Arc-enabled server Azure Arc- raaled 50L Log Analytics workspace

detects suspicious database activities, T -

potentially harmful attempts to access or exploit
SQL machines, SQL injection attacks, anomalous [.’] /‘\:
database access, and query patterns. 7°

Microsoft ArurefArcData Configure Arc-enabled
machines running SQL
Server to have SQL
Server extension
installed

Q ©2023 OverNet. All rights reserved.




Microsoft Defender for Containers OV=rA\=T.

Microsoft Defender for Containers is a cloud-native solution to improve, monitor, and maintain the security of your containerized assets (Kubernetes clusters, Kubernetes nodes, Kubernetes workloads,
container registries, container images and more), and their applications, across multicloud and on-premises environments. Defender for Containers assists you with four core domains of container
security:

* Security posture management

* Vulnerability assessment

* Run-time threat protection

* Deployment & monitoring

Microsoft Defender for Containers — AKS clusters

» @% Discovery

Microsoft Defender for Containers — EKS clusters

> Q% Discovery

> % Discavery

Azure Security Benchmark .

/s . Security benchmarks
and Kubernetes policies
e

A

N Security benchmarks
and Kubernetes palicies
J T~
>

Vulnerability assessment

~

Microsoft Defender
for Containers.

A

" r and Kubernetes policies

Advanced threat protection

> Vulnerability assessment
L w .
Microsoft Defender L Microsoft Defender L - ; ) )
for Cloud ‘ i GKE control plane metadata (connector) Cluster and workload configuration
. . > @ Advanced threat protection . R e e it

’
B i

for Cloud ‘
> Advanced threat protection
4 N

Cluster and workload configuration

Customer g
project @

Security '

- ‘
| Configuration i b mrm et qrm e e e e . e Cloud Logging e I Control Plane Nodes Azure Arc connected o |
| Il N I a

> .  Security EKS control plane ; a
s Azure Kubernetes Service cluster C \4. ! aws ! data metadata (connector) R S - ) '
| ] ' ' ] ]
i Cluster configuration : H . ‘ I T T T !
| Security ,,,,,Hi ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, : ::::::"& i EKS cluster (AWS managed) Connectedto ss l_Auditlags ! Cloud Logging @ .‘ !
PR oo L ccount B | . we [ huditfess Lo -
data and Control plane | Nodes ! Control plane Nodes AzureArc  #8 | Aaent (GKE) @ @ @ @ y i
| events i CloudWatch | controlplane | Nod ] . ‘ . !
————— . . ‘ - ‘ 99| '
: - . — | ‘ SHEREIR
ryareyre- Laudtions | coumun P 9D | S8 | :
@ Agent (AWS) @ @ @ Ea @.@ I AP| Server Node 1 Node 2 Node 3 |
i 1
QD D D @ @ ) GKE (GCP managed Kubernetes cluster)
API server Node 1 Node 2 Node 3
API server Node 1 Node 2 Node 3
N =] ‘ Arc-enabled Kubernetes a) @ Defender agent G . Gatekeeper , Azure Policy
~ Defend t = Arc-enabled C ! Azure Poli
O @) vefender agent i @ catekeeper, Azure Policy O @ octender gen EQ oo =@ pen faure oy

Google Kubernetes Engine (GKE) in a connected Google Cloud Platform (GCP)
project

Google’s managed environment for deploying, managing, and scaling applications
using GCP infrastructure.

Amazon Elastic Kubernetes Service (EKS) in a connected Amazon
Web Services (AWS) account Amazon's managed service for
running Kubernetes on AWS without needing to install, operate,
and maintain your own Kubernetes control plane or nodes.

Azure Kubernetes Service (AKS)
Microsoft's managed service for developing, deploying, and
managing containerized applications.

To protect your Kubernetes containers, Defender for Containers receives and analyzes:
. Audit logs and security events from the API server
) . Cluster configuration information from the control plane
©2023 OverNet. All rights reserved. . . .
. Workload configuration from Azure Policy
. Security signals and events from the node level




Respond and automate

= Leverage "Quick Fixes” for the fastest way to
implement recommendations

= Automate threat alert responses with Azure
Logic Apps and use the apps of your choice
to create intelligent workflows

= Connect to Microsoft Sentinel and easily move
between the portals when investigating and
managing incidents

@ ©2023 OverNet. All rights reserved.

Azure Log Azure Logic
ﬁl’ Analytics {‘E_"} Apps
[i Outlook 2 _II\_/Iicrosoft
eams
5 slack servicenow.

6 Microsoft Sentinel



Cloud-native application protection platform ©OV=rN=T.

Cloud infrastructure

DevSecOps entitlement management

Unify your DevOps security management —— Enforce principle of least privilege
across multi-pipelines o across multicloud with CIEM

q?b
&
Q
£
2
2
)
2,

Cloud security posture Cloud vyorkload
management protection

Full visibility and contextual insights to

Help detect and respond to modern threats
identify and remediate your most critical risk

across your cloud workloads in runtime

Integrated to protect across your cloud infrastructure

Microsoft Purview Microsoft Defender External

. Microsoft Sentinel
(Data Security) Attack Sur'[EaEcAeSm;]nagement Azure Network Security (SIEM)




Unify your DevOps security OV=ri=Tl

DevOps security within Defender for Cloud uses a central console to empower security teams with the ability to protect
applications and resources from code to cloud across multi-pipeline environments, including Azure DevOps, GitHub, and GitLab.

@ DevOps posture visibility

Code | Dependencies | Secrets | Container images | Infrastructure-as-Code security insights

Microsoft Defender for Cloud

Unify your
DevOps security

©
ON -

W

Infrastructure-as-Code security
ARM | Bicep | Terraform | CloudFormation | Many more

Code-to-cloud contextualization

Across multipipeline and multicloud environments

aws A 3 |||;@5

Integrated workflows

Pull request annotations | Developer ownership assignments

Security Overview

o 2 pevops secuity resits O DevOps posture management uses DevOps scanners to identify
£.2347 L1474 weaknesses in source code management and continuous
6.4K e integration/continuous delivery pipelines by running checks against

Findings
. %976 1644 . . .
e ©2023 OverNet. All rights reserved. 736 sjeumdmgs Dgfendgmyﬁndmgg the secu rity conﬂgu rations and access controls.




OV=RrN=T.
Resources

v Microsoft Defender for Cloud Security Posture Management

v Defender for Cloud Blog

v Prioritize Risk remediation with Attack Path Analysis

v A Proactive Approach to Cloud Security Posture Management

v Proacting Hunting with Cloud Security Explorer

v One click to cover containers & Kubernetes in Defender CSPM

v Container Security in Microsoft Defender for Cloud

v Data security capabilities in Microsoft Defender for Cloud

v Defender for Cloud in the field video series

v Cloud security explorer and Attack path analysis

v Agentless Container Posture Management

@ ©2023 OverNet. All rights reserved.



https://www.microsoft.com/en-us/security/business/cloud-security/microsoft-defender-cloud-security-posture-management
https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/bg-p/MicrosoftDefenderCloudBlog
https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/prioritize-risk-remediation-with-microsoft-defender-for-cloud/ba-p/3761155
https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/a-proactive-approach-to-cloud-security-posture-management-with/ba-p/3728913
https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/proacting-hunting-with-cloud-security-explorer-in-defender-for/ba-p/3749629
https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/one-click-to-cover-containers-amp-kubernetes-in-defender-cspm/ba-p/3822435
https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/container-security-with-microsoft-defender-for-cloud/ba-p/3819956
https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/announcing-defender-cspm-ga-amp-new-data-security-capabilities/ba-p/3781013
https://www.youtube.com/watch?v=Sk5rXfAz1xo
https://www.youtube.com/watch?v=dlkcQRys0c8
https://www.youtube.com/watch?v=Sk5rXfAz1xo

g

#GlobalAzure
#GlobalAzureMilano
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